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TOPICS COVERED

¢ Genesis of [oT

¢ [oT Architecture  Requirements &
Challenges

¢ Simplified IoT Architecture

** WSN Communication Protocol Selection

¢ IEEE 802.15.4 Wireless Standards

¢ Introducing Cisco Edge Intelligence

¢ Challenges to IoT Solution Development &
Deployment



SUMMARY

This webinar covered basics of |oT architecture
and industrial use cases concepts. Discussed the
iImportance of Internet of things with IT industry
and the need for IT / OT Convergence. Explained
the |loT World Forum (loT WF) Reference Model with
the simplified loT architecture. Discussed the
various wireless networks like SANETS,WSN and IEEE
standards which used for loT applications. Cisco’s
Multi-Service Field Area Network, Kinetic Gateway
Management Module and Manufacturing - loT

also discussed
OBJECTIVE

The main objective of this webinar is to impart
knowledge  about the loT  architecture
requirements, challenges and how this model
used for loT world forum convergence with IT and

various wireless networks with its standards



BRIEF REPORT

The term Internet of Things was
invented in 1999, initially to promote
RFID technology.

The popularity of the term loT did not
accelerate  until  2010/2011 and
reached mass market in early 2014
M2M or the Industrial internet are not
opposing concepts to the Internet of
Things. Rather, they are sub-segments.

Digitization: Connecting More Than

“Things”.
loT essentially comprises of
digitization and integration  of
vertical and horizontal value chains
of Industries, digitization of products ‘
and services offerings and help 63
creating innovative digital business [N
models.
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IT / OT Convergence
It is the integration of information

technology (IT) systems used for
dO'I'O_Cen‘I'riC Compuﬂng Wi'l'h sensors, consumer products, vehicles, etc ‘
operational technology (OT) systems

. Systems = Include business applications,
used TO monitor events, processes |y ries

Things = Includes machines, devices,

systems, data warehouses, and control

and devices and make adjustments (g

in enterprise and industrial
operations.




BRIEF REPORT

Business Drivers of loT
loT device deployment provides the

data and insights needed to
automate  processes,  streamline
workflows, visualize usage patterns

and compete more effectively in the
changing business landscape. new
business models and many more.

Business Drivers of loT
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Productivity Gains

Product Quality

loT Architecture Requirements &

Challenges

It covers Compatibility and
Interoperability of Different loT
systems, |[dentification and
Authentication of  Technologies,

Integration of loT Products with loT
Platforms, Connectivity, Handling
Unstructured Data, Data Capturing

Capabilities, Intelligent  Analytics,
Data Security and Privacy Issues,
Consumer  Awareness, Delivering
Value.
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IOT Architecture

It talks the essence, 0T architecture is
the system of numerous elements:
sensors, protocols, actuators, cloud
services, and layers.

Simplified 10T Architecture

CoreloT
Functional Stack

loT Data Management
and Compute Stack

-

F Mist/Edge computing—

The systematic positioning
& wistEdge
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of compute, storage, and
networking resources
directly to the endpoints —
the Edge feeds data into the
Fog layer.

@Things: Sensors
& Actuators




RESEARCH DIRECTIONS

The speaker identified and discussed the

research areas for loT architecture.

% |OT architecture future challenges

% Wireless sensor network with loT

% Sensor and Actuator Networks (SANETs)

% LTE for loT — Narrow Band loT

% SemtechLoRa (Long Range)

% Kinetic Gateway Management
Module

CONCLUSION:

Speaker explained the detailed concepts of |OT, its
architecture and challenges. |oT in various industrial
aspects also explained in detailed manner. He gave
research ideas to explore the loT concept in all the
sectors like digital banking, digital work place and

Manufacturing - |OT.
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